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IHOJIOKEHHUE
MO OPTAHM3ALIMU M TPOBEJEHUIO PABOT IO OBECIIEYEHUIO
BE3OIMACHOCTH MEPCOHAJILHBIX IAHHBIX TP UX OBPABOTKE B
MYHULIMIIAJILHOM ABTOHOMHOM OBIIEOBPA3OBATEJILHOM
YYPE)XKJIEHUU CPEJHE OBIIEOBPA30BATEJIBHOI HIKOJIE Ne 15
(MAOY COIII Ne 15)

1. BBenenue

1.1  Hacrosmiee [Tonoxenwe pa3paboTaHo B COOTBETCTBUH C 3aKOHOJIATeNILCTBOM Poccuiickoit denepanuu o
MEPCOHATIBHBIX JAHHBIX U HOPMAaTUBHO-METOAMUECKUMH JOKYMEHTAMU UCTIOHUTEIBHBIX OPTaHOB TOCYIapCTBEHHON
BJIACTH T10 BOTIPOCcaM O€30MTaCHOCTH MEPCOHALHBIX JJAHHBIX, B TOM YHCIIC TIPH UX 00paboTKe B MHPOPMAIIMOHHBIX
CHUCTEMaX MEePCOHAIBHBIX TAHHBIX.

1.2  OcHOBHBIMH HOPMATHBHO-TIPABOBBIMH M METOJMYECKUMH JJOKYMEHTAMH, HA KOTOPBIX 0a3UpyeTCs
HacTosuiee [TonoxxeHue, SBIAIOTCSA:

-Oenepanbhbiii 3akoH Poccuiickoit @eaepannu ot 27.07.2006 Ne 152-D3 «O nepcoHanbHBIX TaHHBIX) (anee -
3aK0H 0 MePCOHANBHBIX JAHHBIX ), YCTAHABIMBAIOIINN OCHOBHBIEC ITPUHIIMITBI M YCIIOBUS 00pabOTKU MEPCOHANBHBIX
TAHHBIX, TIPaBa, 00s3aHHOCTH U OTBETCTBEHHOCTh YIaCTHUKOB OTHOIICHUH, CBA3aHHBIX ¢ 00pab0TKOI MepCOHANBHBIX
JAHHBIX;

-ITocranonenue [IpaButensctBa Poccuiickoit @eneparmm ot 01.11.2012 Ne1119 «O6 yrBepxkaennn TpeboBanuit
K 3alIUTC NEPCOHATIbHBIX JaHHBIX IPU UX 06pa60TKe B I/IH(i)OpMaL[I/IOHHI)IX CUCTEMaXxX MECPCOHAIIbHBIX TaHHBIX);

- [locranoBnenwue [IpaBurenscTBa Poccuiickoit @enepanuu ot 15.09.2008 Ne 687 «O06 yrBepxknennn [lomoxxeHns

00 ocobeHHOCTsIX 00pabOTKM MEPCOHATBHBIX JJAHHBIX, OCYIIECTBIsIEMON 6€3 CIIOIb30BAHUS CPEJICTB

aBTOMATH3AIIID).

1.3 Jlns ocymecTBIeHHS MEPONIPUATHIA 10 0OECTICUEHHIO M KOHTPOJIKO 6E30MaCHOCTH TIEPCOHANBHBIX JaHHBIX,
00paboTKH 00panIeHu# CyObEeKTOB IEPCOHATBHBIX TAaHHBIX W B3AaUMOJCHCTBHUS C YIIOTHOMOYEHHBIM OPTaHOM I10 3aIIUTe
MpaB cyOBEKTOB MEPCOHAIBHBIX JJAHHBIX MprKa3oM aupekTopa MAOY COII Ne 15 (nanee - obpazoBarenbHas
opraHusanysl) Ha3HadaeTcs pabOTHHK, OTBETCTBEHHBIH 32 OPraHU3aIMI0 00paObOTKH MEPCOHATBHBIX TaHHBIX, H
pabOTHHK, OTBETCTBEHHBIH 32 0oOecrieueHrne 0€30IacHOCTH TIEPCOHATBHBIX JAHHBIX.

1.4  Hacrosmee ITonoxkeHne NOMIEKHUT IIEPECMOTPY U IIPU HEOOXOJMMOCTH aKTyaIH3aMK B CITy4ae H3MEHEHUH
B 3aKoHojaTenscTBe Poccuiickoit denepanyu o NepcoOHAIbHBIX JaHHBIX, IIPU U3MEHEHUU OpPraHU3alMOHHON CTPYKTYPbI
00pa3zoBaTebHON OpraHU3aIlHH.

2. OO0urue mos10:KeHUs

2.1  Hacrosmee ITonoxenue IpeHa3HAuEHO ISl OPraHM3alMK B 00pa30BaTelbHON OpraHu3alky Ipolecca
obecriedeHus 6€30MaCHOCTH MEPCOHABHBIX JaHHBIX COTJIACHO TPEOOBAHUAM JICHCTBYIOMIETO (peaepaabHOTo
3aKOHOJIaTEeNIbCTRA.

2.2 Jleiictue HacTosmero [1onoxkenus pacupocTpaHsIeTcs Ha BCe MPOIIECCHI MO cOOpy, CHCTEMATU3allUH,
HaKOIUICHUIO, XPAaHEHHIO, YTOYHEHHIO, UCTIONB30BAHHUIO, PACTIPOCTPAHEHHIO (B TOM YHCIIE IIepeaaye), 00e3THINBAHUIO,
OJIOKHPOBAHHIO, YHHUYTOXKEHHIO IEPCOHATBHBIX TAHHBIX, OCYIIECTBISIEMBIC C UCIIOIBF30BAHUEM CPEICTB ABTOMATH3AIUH
1 0€3 UX HCIOJIL30BaHMS.

2.3 TlonoxeHue 06S3aTeNIbHO I 03HAKOMIICHHS ¥ MCTIOJIHEHHS PaOOTHUKaMK 00pa30BaTe/IbHON OpraHM3alkHy,
SBILTFOIUMHCS OTBETCTBEHHBIMH 32 OpraHU3aNI0 00pabOTKM NePCOHATBHBIX TaHHBIX 1 OTBETCTBEHHBIMH 32
obecrieyeHue 6€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX, HHIKEHEPAMH 110 TEIIEKOMMYHHUKAIMH (TEXHUKAMH).

3. Posiu mepconana

3.1  Bo ucrnosHeHue MOMOKEHUH HACTOSIIETO JJOKYMEHTA M COOTBETCTBHS TPEOOBAHUSM 3aKOHOIATEILCTBA
Poccuiickoit @eaepanuu o NepcOHATBLHBIX JJAHHBIX B 00pa30BaTeIbHOW OPraHU3aI[ii BBEICHBI CICAYIONINE POITH
nepcoHana:



-OTBeTCTBEHHBIN 32 OPraHU3aINI0 00PabOTKH MEPCOHANBHBIX JaHHBIX;

-OTBETCTBEHHEIH 32 0OecrieyeHre OE30MaCHOCTH MEPCOHABHBIX JaHHBIX.

3.2  Hasnauenue pabOTHUKOB Ha pojiu OTBETCTBEHHOIO 32 OPraHU3aIUI0 00PabOTKH MEPCOHATBHBIX JTaHHBIX,
OTBeTCTBEHHOTO 3a o0ecreueHne 6e30IacHOCTH NePCOHATBHBIX TaHHBIX OCYIIECTBISETCS IIPHKAa30M TUPEKTOPa
00pazoBaTenbHON OpraHu3aIiH.

4, Oobs3aTe/IbHbIE MEPONIPUSITHS 10 00ecTiedeHUI0 0e30IaCHOCTH HHPOPMALMOHHBIX CHCTEM
NEePCOHATIbHBIX JaAHHBIX
4.1 OO6uue TpeboBaHUs

41.1 B o06pa3oBarenpHOl opraHu3amnuy 10 Hadaia IpoBeeHus paboT 1Mo 00ecIeYeHH 0 Oe30MacHOCTH
MEPCOHANBHBIX JaHHBIX JOJDKHA OBITH MPOBEICHA MHBEHTApHU3AIKs HH)OPMAIMOHHBIX CHCTEM EPCOHATBHBIX TAaHHBIX
IyTEM OIpOca BIaeNbICB HHPOPMAIIMOHHBIX CHCTEM HA MPEIMET HaTH4IHsI 00pa0OTKH B HUX MEPCOHANBHBIX JaHHBIX.

4.1.2 [Tocne nHBeHTapU3auy HHOOPMAITMOHHBIX CHCTEM BBISBISIFOTCS HH(OPMAITMOHHBIE CHCTEMBI
MEPCOHANBHBIX JaHHBIX, B KOTOPHIX OCYIIECTBISIETCS aBTOMAaTH3UPOBaHHAs 00pabOTKa MePCOHATBHBIX JAHHBIX, U
MH(OPMAITOHHBIE CHCTEMBI IEPCOHATIBHBIX JaHHBIX, B KOTOPBIX OCYILECTBIISIETCS HEaBTOMAaTH3NPOBaHHas 00padoTKa
MEPCOHANTBHBIX JAHHBIX.

s Bcex IKCIUTYaTHPYEMbIX  HH(OPMAIUOHHBIX CHCTEM IIEPCOHATIBHBIX TAHHBIX C
aBTOMAaTHU3UPOBAaHHOW 00pabOTKO TIEPCOHANTBHBIX JaHHBIX JOJKHBI OBIThH OIIPE/IeNICHbl YPOBHH 3alUIIIEHHOCTH
TIEPCOHANBHBIX JAHHBIX B cooTBeTCTBHUM ¢ [locTanoBnenuem IIpaBurensctBa Poccuiickoit @enepanuu ot 01.11.2012 .
Ne 1119 «O0 ytBepxkaeHnu TpeboBaHM K 3al[UTe IEPCOHANBHBIX JAHHBIX MIPU UX 00pabOTKEe B MHPOPMAIIMOHHBIX
CUCTEMaXx MEePCOHATBHBIX JAHHBIXY.

4.1.3 [To cornacoranuio ¢ JlemapramMmeHTOM 00pa3oBaHus ropoja ExarepuHOypra B 00pa3oBaTeIbHBIX
OpTaHM3alMAX MOTYT HCIIOJIB30BATHC COOCTBEHHBIE HH(OPMAIIMOHHBIE CHCTEMBI IIepCOHANBHBIX TaHHBIX. [Topsaok
BBOJIa B OKCIUTYaTAIIAIO ¥ BBIBOJIA M3 SKCIUTyaTalluU TaKUX HH(OOPMAIMOHHBIX CHCTEM OIUCAHBI B MPHIOKESHUH [

414 B cnyyae co3maHus HOBBIX HH(POPMAIIMOHHBIX CHCTEM ITEPCOHAIBHBIX TaHHBIX, PACIITUPEHHS COCTaBa
JIAHHBIX B CYIIECTBYIOIINX HH()OPMAIIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX, MOJICPHU3AINN HHPOPMAITMOHHBIX
CHCTEM IEePCOHANBHBIX JaHHBIX OIPEIEIICHUE YPOBHS 3AIUIICHHOCTH ITEPCOHANBHBIX JaHHBIX TPOBOANUTCS B
CIeyoIel ocaeJ0BaTeIbHOCTH:

1)  naortane co3nanusi UHPOPMAIIMOHHBIX CHCTEM WM B XOJIE UX IKCILTyaTaluu (171 paHee BBEJCHHBIX B
JKCIUTyaTalHIO U (MJIM) MOJEPHU3UPYEMBIX HHDOPMAITMOHHBIX CUCTEM) IIPUKAa30M IUPEKTOpa 00pa30BaTEIbHOM
opraHuzanuu cosnaercs KoMuccns mo nmpoBeneHnIo ONpeaeIeHNsT YPOBHEH 3alIHIICHHOCTH MEPCOHATBHBIX TaHHBIX B
HH(POPMAITHOHHBIX CUCTEMaX MEePCOHATBHBIX TAHHBIX;

2)  Komuccust B onpe/iefeHHbI IPUKa30M CPOK YCTAHABIMBACT KATETOPUH, IPUHAISKHOCTh U 00beM
00pabaThIBaeMbIX IEPCOHATBHBIX TAHHBIX B MHPOPMAIIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX, 4 TAKKE OMpPEACIICT
TUT aKTyaJbHBIX U1 HHOOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX TaHHBIX YIP0O3 0€30IacCHOCTH MEPCOHATBHBIX TaHHBIX,
CBSI3aHHBIX C HAIMYMEM HETOKYMEHTHPOBAHHBIX (HEACKIAPHUPOBAHHBIX) BOBMOXHOCTEH B CHCTEMHOM U MPHUKJIATHOM
MPOTPaMMHOM 00ECTICUCHNUT;

3)  Kommuccus GpopMUpYET aKkThl OMPENeTICHHS YPOBHEH 3alIUIICHHOCTH MIEPCOHAIBHBIX TAHHBIX IS KA 0¥
WHPOPMAIIIOHHOH CHCTEMBI IIEPCOHANBHBIX JAHHBIX, B KOTOPBIX YKA3bIBAIOTCS THITHI yTPpo3 0€301MacHOCTH
MEPCOHANBHBIX JAHHBIX B MH)OPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX TaHHBIX, IEPEeUCHb 00pabaThIBAEMBIX KATETOPHI
MEPCOHANBHBIX JAHHBIX, UX MPUHAIICKHOCTD M KOJMIECTBO 3AMUCEH, COICPKALIIX ITEPCOHANBHBIC TaHHEIC.

4.1.5 B o6pa3oBartebHON OpraHu3ayy JOJKHBI OBITh pa3paboTaHbl MOJIENN YTPO3 O€30MaCHOCTH
MEPCOHANBHBIX JAHHBIX JJISI BCeX MH()OPMAIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX. MOJens yrpo3 pa3padaTeiBacTcs
Ha OCHOBE METOINYECKUX JJOKYMEHTOB, YTBEPKJIECHHBIX B COOTBETCTBUU C 4. 5 cT. 19 3aKOHa 0 MEPCOHAIBHBIX JAHHBIX.

4.1.6 Br10op u peanu3aryst METOIOB U CITOCOOOB 3aIIUTH HHGOPMALIUH B MH()OPMALIMOHHBIX CHCTEMAaX
MePCOHANBHBIX JIAHHBIX OCYILECTBIISIOTCS Ha OCHOBE Mo/ieNnu yrpo3 U B 3aBUCUMOCTH OT YPOBHSI 3allIUIIEHHOCTH
MEPCOHANBHBIX JaHHBIX B HH)OPMALMOHHBIX CHCTEMAaX MEPCOHATBHBIX TaHHBIX.

4.1.7 BriOpanHbIe 1 peaqTn30BaHHBIE METOBI U CIIOCOOBI 3aIUTHI IEPCOHANBHBIX JAHHBIX B HH(OPMALIMOHHBIX
CHCTEMaXx IMEePCOHANBHBIX JaHHBIX JOJDKHBI 00€CTIeYHBaTh HEHTPAIM3alHIO BELIBICHHBIX YIPO3 0€30IaCHOCTH
MEPCOHABHBIX JAHHBIX IIPU UX 00pab0oTKe B HH(POPMAIIMOHHBIX CHCTEMAX MMEPCOHANBHBIX JAHHBIX B COCTABE CHCTEMBI
3aIUTHI IEPCOHATBHBIX TAHHBIX.

4138 Jiist mpoBeaeHus paboT 1Mo BEIOOPY M peann3aliiii METOIOB U CIIOCOOO0B 3aIIUTHI IEPCOHANBHBIX JaHHBIX
(BKITIOYAST TEXHHYECKOE MTPOCKTUPOBAHUE CUCTEMBI 3AIIUTHI IEPCOHATBHBIX JAHHBIX, BHEAPEHHUE CPEIICTB 3aIUTHI
MEPCOHANBHBIX JAHHBIX, COMPOBOXKACHUE CPEACTB 3aIUTHI IEPCOHATBHBIX JaHHBIX U T. A.) MOTYT IPUBIICKATHCS
MOJPSHBIC OPTaHU3AUH, IMEIOIINE JTUIIEH3UIO HA OCYIIECTBICHUE ISSITETHHOCTH M0 TEXHHYESCKOH 3aIlIuTe
KOH(UICHIIMAILHOW WH(POPMAIIHH.

419 OO01mue TeXHHYeCKUe TPeOOBAHMUS 110 3allUTE TIEPCOHANBHBIX JJAHHBIX B HH)OPMAITMOHHBIX CHCTEMAX
MEPCOHANBHBIX JaHHBIX 00Pa30BaTEIFHON OpraHU3alMy IPUBEICHEI B paszene 5.



5. OobecneyeHHe TEXHUYECKOM 321U THI MEPCOHAIBbHBIX JAHHBIX

5.1 O0mmue TpeGoOBaHUA

51.1 Ob6ecrieueHne 06€30NaCHOCTH NIEPCOHATIBHBIX JAHHBIX TPU HX 00pa00TKe B HH(POPMAITMOHHBIX CHCTEMAX
MEPCOHANBHBIX JAHHBIX JOJDKHO OCYIIECTBISTHCS Ha BCEX CTAUAX XXU3HEHHOTO IUKITa UHPOPMAIIMOHHBIX CUCTEM
MEPCOHANBHBIX JaHHBIX ¥ COCTOSTH U3 COTJIACOBAHHBIX MEPOTIPHATHIH, HAIIPABICHHBIX Ha MPEIOTBPAILCHIE
(HeHTpaTu3aIKIo) U YCTPpaHEHUE yrpo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX B MH()OPMAIIMOHHBIX CUCTEMAX
MEPCOHANBHBIX JaHHBIX, MUHIMH3AIIIO BO3MO)KHOTO yIiep0a, a TakyKe MEpOIIPHUATHIA 110 BOCCTAHOBJICHUIO TAHHBIX U
HOPMAaJIBHOTO ()YHKIIMOHUPOBAHUS HH(POPMAIOHHBIX CUCTEM ITIEPCOHATBHBIX JAHHBIX B CIIyYae Peain3alliu yrpo3.

5.1.2 B mensx 3amuTHl MEPCOHATBFHBIX JAHHBIX OT HECAHKIMOHUPOBAHHOTO TOCTYIIA M MHBIX HEPABOMEPHBIX
JCWCTBHIA MEPOTIPUATHS TI0 OPTraHU3AIMH ¥ TEXHHYECKOMY 00ECIICUCHHIO 0€30IMaCHOCTH TIePCOHATBHBIX TAHHBIX LIS
KaX10# MH(POPMATMOHHON CHCTEMBI IEPCOHATBHBIX TAHHBIX TOJDKHBI BKITIOYATS!

1)  ompejeneHue ypOBHEH 3aIUIIIEHHOCTH MEPCOHANBHBIX JAHHBIX B HH(MOPMAIIMOHHON CHCTEME MEPCOHATBHBIX
JIAaHHBIX HAa OCHOBaHWM TpeOOBaHUH K 3allIUTE MEPCOHANBHBIX JaHHBIX MPHU UX 00paboTKe B HH(DOPMAITOHHBIX
CUCTEMax MEePCOHANBHBIX JaHHBIX, YTBEP)KICHHBIX mocTanoBieHueM [IpaButensctBa Poccuiickoii deneparuu ot
01.11.2012 Ne 1119;

2)  BBIIBJCHHUE M 3aKPHITHE TEXHHUYECKUX KAHAIOB YTEUKH TIEPCOHABHBIX JaHHBIX HA OCHOBE aHAIN3a U
aKTyanm3anur Mopenu yrpo3 6e30macHOCTH epCOHATBHBIX TaHHBIX;

3)  BBIOOpP M peaM3aIMi0 OPraHU3aI[HOHHBIX H TEXHUYECKUX METOJIOB U CIIOCOOO0B 3aIUTHI HH()OPMAIIUH B
HH(POPMAIIOHHOH CHCTEME B 3aBICHMOCTH OT YPOBHS 3aIIUIIEHHOCTH IIEPCOHATIBHBIX TaHHBIX B HH(POPMAIIMOHHON
CHCTEME MEPCOHANBHBIX JaHHBIX C YUYETOM 0COOCHHOCTEH MHPPACTPYKTYPHI U C YUETOM aKTYaIbHBIX yTPO3
0€30IacHOCTH ePCOHATBHBIX TaHHBIX B HH(POPMAIIOHHONW CHCTEME IEPCOHATBHBIX TaHHBIX;

4)  YCTaHOBKY, HACTPOWKY U IIPUMEHEHHE COOTBETCTBYIOIINX MPOrPAMMHBIX, AlIIAPATHBIX U
MIPOTpaMMHOAITIAPATHBIX CPEICTB 3aIIUTH HHOOPMALINH;

5)  pa3paboTKy AOMOJHEHHH K TPYIOBBIM JOr0BOpaM (MM JOJDKHOCTHBIM HHCTPYKIIUSM) IO 00€CIIEYEHHIO
0€30MMacHOCTH MTePCOHANBHBIX JTAHHBIX MTPH WX 00paboTKe B MH(POPMAIIMOHHON CHCTEME MTEPCOHABLHBIX TAHHBIX IS
MEePCOHAIA, 33JICHCTBOBAHHOTO B 3KCIUTyaTal[MK JaHHON HHPOPMAIIHOHHOM CHCTEME TIEPCOHATBHBIX TaHHBIX
(mompazgens A. 1 u A.2 Tlpunoxenus A).

5.1.3 IIpenoTBpalieHne yTeuku MepCOHATBHBIX JAHHBIX N0 TEXHUYECKUM KaHallaM 3a CUeT MOOOYHBIX
AIIEKTPOMATHUTHBIX M3ITyUCHUH W HABOMIOK, a TAK)Ke 32 CUET IJEKTPOAKYCTHUSCKHUX MPeoOpa3oBaHUil pealm3yeTcs B
00pa3zoBaTeIbHON OpraHU3aIliy OPTaHU3aAIMOHHBIME MEpaMH U He TpeOyeT CHeNHaIbHBIX TEXHUUECKUX PEIICHUH.

514 3amuTa nmepcoHaIbLHBIX JaHHBIX TIPH UX 00paboTKe B MHPOPMAIIMOHHON CHCTEME TIEPCOHATIBHBIX JaHHBIX
OT HECAHKNUOHUPOBAHHOTO AOCTYIIa 1 UHBIX HEIIPABOMEPHBIX HeﬁCTBHﬁ JOJI’KHA OCYHICCTBJIATLCS B O6pa30BaTe.HbHOI71
OpraHU3aINH CICIYIOIINMH METOAaMH U CTIOCOOaAMH:

- peanu3anys pa3peuIuTeabHON CHCTEMBI OMYyCKa MoJb30BaTenel (00CTyKUBAIOIIETO MEpPCOHaNa) K
WH(POPMAIOHHBIM pecypcaM (BKIIOUasl IEPCOHANBHBIE TaHHBIE), THPOPMAIIMOHHON CHCTEME, ColepKamiei
NEPCOHAIBHBIC JAHHBIC U CBA3aHHBIC C €€ pa60T0171 JOKYMCHTaMU,

- OrpaHHMYCHHUE JOCTYIa MOJIb30BaTelIel B MOMEIICHUS, TIC Pa3MeIIeHbl TEXHUIECKUE CPEACTBA, TO3BOIIIOMINE
OCYIIECTBISITE 00pabOTKY MEPCOHANBHBIX JAHHBIX, a TAKKE XPAHIATCS HOCUTENN HH(OPMAIHH, COIEpKAIIHe
MEePCOHANBHBIC JAHHBIE;

- pasrpaHdyYeHHe JJOCTYIa M0JIb30BaTelNel 1 00CITyKUBAIOIIETr0 NepcoHalia K MH(QOPMAIMOHHBIM pecypcam
(BKITIOYAST IEPCOHATIBHBIC JAHHBIC), IIPOrPAMMHBIM CPEICTBaM 00pabOTKH (Iepenadn) U 3alUThl IEPCOHATBHBIX
JTQHHBIX;

- perucTpanms IeHCTBUII OIh30BaTENCH U 00CTY>KUBAIOIIETO IepCOHaa HH(POPMAIIHOHHOW CHCTEMBI
NEPCOHAIBHBIX JaHHBIX, MOHUTOPUHT IOMIBITOK HECCAHKIMOHUPOBAHHOTO IOCTYIIA,

- y4eT W XpaHEHHE ChbeMHBIX HOCHTEINCH HH(POPMAIIHH C TIEPCOHAFHBIME JAHHBIMH U HX 00paIieHue,
MCKITIOYAoIIee XUIIeHHE, IOAMEHY U YHUYTOXKeHHe (1oapasen 5.3 Hike);

- HCIIONIB30BaHUE 3AIIUIICHHBIX KAHAIOB CBS3H, HCIOIB3YEMBIX IS MIEPEIavy IIEPCOHANBHBIX TAHHBIX;

- pa3MCIIeHHEe TEXHUYECKUX CPENICTB, IO3BOJISIOMNX OCYIIECTBISATE 00padOTKy NEepCOHATBHBIX TaHHBIX B
npeznenax KOHTPOIHPYEMOH TEpPUTOPHU;

- TIpenoTBpAIICHHE BHEAPECHUS B MHPOPMAIIMOHHYIO CHCTEMY IIEPCOHANBHBIX JAHHBIX BPEJOHOCHBIX IIPOTPaMM
(mporpaMM-BHPYCOB) M MPOTPAMMHBIX 3aKJIA/IOK;

- peructpanusi COObITUI 1 MOHHUTOPHHT MPOIIECCOB 00paOOTKH MHPOPMAITUH;

- KOHTPOJIb IEJIOCTHOCTH MPOTPAMMHBIX CPEJICTB;

- perucTpanus 3amycka (OCTaHOBKH) ITPOrpaMM 00pabOTKH NMEePCOHABLHBIX JIAHHBIX;

- perucTpanms BHIBOJA IIEPCOHAIBHBIX JAHHBIX HA MEYaTh.

5.1.5  [lpu opranuzamnuy B3auMoJIecTBHS WHPOPMAIIMOHHON CUCTEMbI TIEPCOHATBHBIX JTAHHBIX C
UHPOPMAITOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETSIMU MEXITy HAPOJHOTO WH(POPMAIIHOHHOTO 0OMEHA (CETSIMU CBS3U
00T111ero MOIB30BaHMU ) HAPSITY € YKa3aHHBIMU METOJAMHU M CLIOCO0aMU TOJDKHBI IPAMEHSITHCS CIIETyIOIIHe
JOTIOJTHATEIFHBIC METOIBI ¥ CIOCOOBI 3aIUTHI MIEPCOHATBHBIX JaHHBIX OT HECAHKIIMOHUPOBAHHOIO JTOCTYIIA!



- MEXCETEBOE PKPAHUPOBAHUE C LIEIBI0 YIIPABICHUS JOCTYIOM, (DMIIBTPAIIMH CETEBBHIX TAKETOB U TPAHCIISLIUH
CETEBBIX aJPECOB U CKPBITUS CTPYKTYPHI HH(OPMAIIIOHHON CUCTEMBI IIEPCOHANBHBIX JaHHBIX;

- 3aIIUTa MEPCOHANBHBIX JAaHHBIX MIPU UX Mepeaade Mo KaHajJaM CBSI3H;

- HCIOJB30BaHHE CMapT-KapT, JICKTPOHHBIX 3aMKOB U IPYTUX HOCHUTENCH NHPOPMAIIH sl HAIC)KHOM
UACHTH(UKAINY U ayTeHTH(UKAIINH TT0JIb30BATEICH;

- HCTIONIE30BAHUE CPEICTB AaHTUBHPYCHOH 3aITHUTHL.

5.1.6 JlomKHa IPOU3BOAUTHCS IEPHOAMIECKAs IIPOBEPKA dIICKTPOHHBIX JKYPHAIIOB 0€30ITaCHOCTH, B KOTOPBIX
PETHCTPUPYIOTCS COOBITHSI Oe30macHOCTH. K 3J1eKTpOHHBIM KypHaslaM 0€30TTaCHOCTH OTHOCSTCS:

- KypHaJbl 0€30MaCHOCTH ONEPAMOHHBIX CHCTEM;

- JKypHAaJBI COOBITUI CUCTEMBI YIpaBJICHHUS 0a3aMH TaHHBIX;

- KypHaJbI COOBITHH CPEJICTB 3aIUTHI HH(OPMAIIHH;

- JKypHAaJIBI COOBITHII CHCTEMBI KOHTPOJISI M YIPaBJICHHS (PU3UIECKIM JOCTYIIOM;
- KypHAaJBI COOBITUH MPUKIATHOTO MPOrPAMMHOTO 00ECIICUCHUS;

- JKypHAQJIBl aKTHBHBIX CETEBBIX YCTPOMCTB.

5.1.7 K coGpITHsAM Oe30macHOCTH B HHGDOPMAITMOHHOHN CHCTEME MEPCOHANBHBIX JaHHBIX OTHOCSTCS CIICTYIOIIHE
COOBITHS:

- JmocTy (BXOJa ¥ BBIXOJa B CHCTEMY H JIOCTYIa K 00BEKTaM, B TOM YHUCIIE HEYJauyHbIC MOIMBITKU TOCTYIIA);

- CO3lIaHME U yaJICHHE IT0JIb30BaTEINeH;

- U3MEHEHHE MPaB JIOCTYIIa U NPUBUIICTUH;

- MOJKITIOYCHUE W OTKITIOYCHNE BHEITHUX YCTPOUCTB;
- HU3MEHEHUE HACTPOCK CPEJICTB 3alllUTHI;

- COOBITHS, TEHEPHPYEMBIE CPEICTBAMHE 3aIIUTHI.

5.1.8 B o06pazoBaTenbHON OpraHu3aliy TaKXKe MOTYT Pa3padaThiBaThCs U IPUMEHSATHCS JAPYTHE METOIBI
3alMThI HHQOPMAIIUU OT HECAHKITMOHUPOBAHHOTO JOCTYIIa, 00CCIICUNBAIOIIIE HEUTPAIN3AIMIO YTPpo3 0€30IMaCHOCTH
MEPCOHANBHBIX JAHHBIX.

5.1.9 KoHKpeTHBIE METOJIBI ¥ CPEJICTBA 3aIUTHI IEPCOHATBHBIX JAHHBIX B HH(MOPMAITMOHHOW CUCTEME
MEPCOHANBHBIX JaHHBIX JOJDKHBI ONPEICITHCSA Ha OCHOBAaHHU HOPMATHBHO-METOquUeCcKiX MokyMeHToB @CTIK
Poccun 1 ®CB Poccun, ucxonis u3 ypoBHeEH 3alIUIIICHHOCTH TIEPCOHATIBHBIX JaHHBIX B HH(POPMAITMOHHOW CUCTEME
MIEPCOHANBHBIX JAHHBIX U aKTYaIbHBIX yTPo3 0€30IMacHOCTH IePCOHANTBHBIX TaHHBIX.

5.1.10 Bce TexHnueckue cpeacTBa 3alUThl HHPOPMAIUU TOJDKHBI OBITh CHAOKEHBI HHCTPYKIUSIMHU 110
AKCIUTyaTalnH.

5.1.11 OTBETCTBEHHOCTbH 32 BEIEHUE U NOJIEP)KaHUE B aKTyaJIbHOM COCTOSIHUM JKypHala yuyeTa TEXHUYECKHX
CPEICTB 3aIUThl HHpOpMaIHK Bo3naraetcsi Ha OTBETCTBEHHOTO 3a 00eceueHrne 0S30MacCHOCTH MEPCOHATBHBIX JTAHHBIX.
5.2 KoHTpoJib BbINOIHEeHUSI TPEOOBAHNH 10 321U TE MEPCOHAIBHBIX JAHHBIX

521 B cootBercTBHM ¢ TpeOoBaHUSAMH K 3aIIUTE TIEPCOHATBHBIX JTAHHBIX MPH UX 00paboTKe B
HH(POPMAIOHHBIX CHCTEMaX IIePCOHATBHBIX TaHHBIX, YTBEPKICHHBIMHU ITOcTaHOBIeHHEeM [IpaBuTenbcTBa Poccuiickoit
®denepanuu ot 01.11.2012 Ne 1119, nomxeH NPOBOAUTHCS TIEPUOTUICSCKAN KOHTPOJIb BRITIOJTHEHUS TPEOOBAHUIMA 110
obecriedeHuIo 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX (HE peke OTHOTO pasa B TPH TOIA).

5.2.2 KoHTponb GyHKINIA CHCTEMBI 3alIUTHI IPOU3BOAUTCS B paMKaxX MEPOIPHUSITHH, OMMMCAHHBIX B TIOpa3Ieie
7.2 nacrosmiero [lomoxeHus.

5.2.3 OTBETCTBEHHOCTh 32 KOHTPOJIb (DYHKINI CHCTEMBI 3aIIUTHI IEPCOHAIBHBIX JAHHBIX BO3JIAracTcs Ha
OTBETCTBEHHOTO 3a o0ecreueHre 6e30IIaCHOCTH EPCOHATBHBIX JaHHBIX.

5.3 Y4er ¢chbeMHBIX 3JIEKTPOHHBIX HOCUTEJIEH MePCOHATBHBIX JAHHbIX

5.3.1 B o06pa3oBarenpHOI OpraHu3auy J0JDKEH BECTUCH YUET 3allUIaeMbIX CheMHBIX HOCHTEIICH
MEPCOHANBHBIX JaHHBIX. K 3amuIaeMbpIM HOCHTEISM MEPCOHATBHBIX JaHHBIX OTHOCSTCS CIECTYIOIIHE:

- HOCHTEIH HH(OPMAIH CEPBEPOB;
- HOCHTEIH HH(POPMAIMH aBTOMAaTH3NPOBAHHOTO PabOvYero MecTa;

- BHCINIHHE 3aIIOMUHAIOIINE YCTPOHCTBA ((IIeI-HaKOMUTEH, KapThl TaMSTH H T. I1.), COJIEpIKalllre TIePCOHANbHbIC

JaHHBIC.

532 OTBETCTBEHHOCTD 3a YUCT 3allMIIACMbIX 3JICKTPOHHBIX HOCHUTEIIEN TICPCOHAJIBHBIX TaHHBIX BO3JIara€TCs Ha
OTBETCTBEHHOIO 3a 00ecreYeHre 0€30IacCHOCTH NEPCOHAIBHBIX JAHHBIX.
6. O0s13aHHOCTH MepcoHaJIa

JomKxHOCTHBIC HHCTPYKIUU OTBETCTBEHHOTO 32 OPraHU3AIHI0 00pa00TKH NePCOHATBHBIX TaHHBIX H
OTBETCTBEHHOTO 3a 00ecTieueHrEe OE30MaCHOCTH MEPCOHABLHBIX JIAHHBIX PACITUPEHBI C YIETOM CIEIUPHUKH 00pabOTKH U
3alUTHI TIEPCOHATBHBIX NaHHBIX (oapa3aensl A.1 u A.2 [Ipunoxenus A). PaboTHuKY, Ha3HaYaeMbIe HA JaHHBIC POJIH,
03HAKOMIISIIOTCS IO ITOJIHCH CO CBOMMH JTOJPKHOCTHBIMU HHCTPYKIMSIMHL.

6.1 Oo0s13anHOCTH OTBETCTBEHHOI'0 32 OPraHU3aIUI0 00PA0OTKH NEPCOHATBHBIX JaHHBIX
6.1.1 B o0s3arHOCTH OTBETCTBEHHOT'O 33 OPraHU3aIHI0 00Pa0OTKH MEPCOHANBHBIX JAHHBIX BXOIUT:

- OCYIIECTBJICHHE BHYTPEHHETO KOHTPOIIS 3a COOMIOICHNEM 00pa30BaTeIbHAs OPraHN3aIisaIM | ero padOTHHKAMHU

3akoHoAaTenscTBa Poccuiickort deaepanuu 0 MepCcOHANBHBIX JaHHBIX, B TOM YHCIIE TPSOOBAHHUH K 3alIUTE



MEePCOHATILHBIX JTAHHBIX;

- JIOBEJICHHE JI0 CBeJieHHs paOOTHUKOB 00pa30oBaTelIbHOW OpraHW3alluH MOJIOKEHUH 3aKOHOIaTeNIbcTBa Poccuiickoi
denepanyu 0 NEPCOHANBHBIX JaHHBIX, JOKAJIBHBIX aKTOB IO BOITPOCaM 00pabOTKH MEePCOHANBHBIX TaHHBIX, TPEOOBaHUI
K 3alUTe MePCOHATBLHBIX JJAHHBIX;

- mpueM u 00paboTKa o0palIeHui CyObEKTOB IEPCOHATBHBIX TJAHHBIX U X 3aKOHHBIX MPEICTABUTENCH (BeICHIE
KypHaJla ydeta oOpalieHnii CyObeKTOB IMEPCOHATBHBIX TaHHBIX, aHAIN3 IPABOMEPHOCTH 3aIPOCOB, COCTABIICHHE U
OTIIPaBKa OTBETOR);

- TpueM u 00paboTKa 3apoCcOB YIOJTHOMOUYSHHOTO OpraHa Io 3amuTe MpaB CyObeKTOB MEPCOHABHBIX JTaHHBIX
(BeneHUe XXypHaIa y4yera 3anpocoB YIIOTHOMOYEHHOTO OpTaHa Mo 3allluTe MpaB CyOBEKTOB MEPCOHANBHBIX JAHHBIX,
aHaJIN3 IPaBOMEPHOCTH 3aIPOCOB, COCTABIICHUE U OTIIPABKa OTBETOB);

- BEJICHUE M XpaHEHHE XXypHaJa yueTa IPOBEPOK YIOITHOMOUYSHHBIM OPTaHOM IO 3aIlUTe IPaB CyOBEKTOB
MEPCOHAITLHBIX JIAHHBIX;

- YBEIOMJICHHE YIIOJIHOMOYCHHOI'O OpPraHa 1o 3aliTe PaB CyObEeKTOB MEPCOHATBHBIX TaHHBIX 00 00paboTKe
MEPCOHANLHBIX JTAHHBIX, 00 H3MEHEHHUAX B PEKBU3UTAX OIEPAaTOpa MEPCOHANBHBIX JaHHBIX;

- YBEIOMJICHHE YIIOJIHOMOUYCHHOTO OpPraHa Mo 3alUTe IpaB CyObhEKTOB MEPCOHATBHBIX JaHHBIX TI0 3aPOCY ITOTO
Oprasa ¢ npeaoCTaBIeHHEM He00X0qMMOM HH(OPMALIUK B TEUEHHE TPHUALATH JHEH! ¢ JaThl MOIydeHHs TAKOTO 3apoca.

6.1.2 OTBETCTBEHHBIN 3a OPraHU3aINI0 00paOOTKU MEPCOHANBHBIX JAHHBIX 00JIaAaeT CIEAYOUIMMHU
ITOJTHOMOYMSIMHU:

- 3ampamuBaTh HEOOXOAMMYIO HH(POPMALIUIO Y PYKOBOJICTBA U PaOOTHUKOB 00pa3oBaTeIbHON OpraHU3aIiH,
OTHOCSIIYIOCS] K 00pabOTKe MepCOHANBHBIX TaHHBIX U HEOOXOIUMYIO JUIS BHIMOJIHEHUS ero 00sS3aHHOCTEH;

- KOHTPOJHPOBATH BHINOIHEHNE 00s13aHHOCTel OTBETCTBEHHBIM 3a 00eCIIeUeHNE OE30MACHOCTH MEPCOHATBHBIX
JAaHHBIX, HH)KEHEPaMHU I10 TEIIEKOMMYHHKAIINY (TEXHUKAaMH), & TaK)Ke BBIITOJIHEHHE TpeOOBaHNH 3aKOHOIATEIbCTBA 1
BHYTPEHHUX HOPMATHUBHBIX JOKYMEHTOB 00pa30BaTEIbHON OPraHU3aIliK, PEriIaMEHTUPYIOIUX 00paboTKy U
obecrieueHre 0€30IMaCHOCTH MMEPCOHATBHBIX JTaHHBIX;

- Ha3HaYaTh OTBETCTBEHHOT'O 32 YHUYTOXKCHHE MEPCOHANBHBIX JTAHHBIX U KOHTPOJIUPOBATH BHIMOIHEHUE
MIPOIIEAYPHl YHUUTOKEHHS MEPCOHATBHBIX JaHHBIX. J{J1s1 BRITIOJTHEHUS YHUUTOXKEHUS IMePCOHABHBIX TaHHBIX Ha
OyMa)KHOM HOCHUTEJIC B Ka4eCTBE JIAI[A, OTBETCTBEHHOTO 33 YHHUTO)KEHHE TIEPCOHATIBHBIX TaHHBIX, HA3HAYACTCS
BIIaJIesiel] OM3HeC-TpoIiecca, B ciiydae ¢ IPYTUMH HOCHTEIISIMA TIEPCOHAIBHBIX JaHHBIX HITH eciii 00paboTKa
HepCOHaJ'II)HI)IX JaHHBbIX OC}’H.[eCTBJ'IS[eTCfI B I/IH(I)OpMaL[I/IOHHOI‘/‘I CUCTEMCEC HepCOHaHLHLIX JaHHBIX, B KQUECTBEC JIM1a,
OTBETCTBEHHOT'O 32 YHUYTOXKEHHUE IMEPCOHATBHBIX IAHHBIX, HA3HAYACTCS BIIajeser] HH(HOPMAITHOHHONW CHCTEMBI
HepCOHaJ'II)HI)IX JaHHBIX;

- COIIacOBBIBATH 3asBKH BPEMEHHOTO WJIM Pa30BOTO JIOMMyCKa pabOTHHKA K padoTe ¢ MepCOHANTBHBIMA JaHHBIMH B
CBSI3H CO CITYKeOHOI HEOOXOIUMOCTHIO.

6.2 Oo6s13anHOCcTH OTBETCTBEHHOT0 32 00ecneyeHue 0e30MaCHOCTH MEePCOHAIBHBIX JAHHBIX
6.2.1 B o6s13anHOCTH OTBETCTBEHHOTO 32 00ecIieueHHe OE30MaCHOCTH MePCOHATBHBIX TAHHBIX BXOJIUT:

- TIpenocTaBJICHHE U MPEKpAIIeHUE JOCTYIa MOIb30BaTesIe K MepCOHANBHBIM TaHHBIM B HH()OPMALIMOHHBIX
CHUCTEMax MEePCOHABHBIX TAHHBIX B COOTBETCTBUH C YTBEPKICHHBIM [lepedrHeM TOKHOCTEeH pabOTHHUKOB, TOMYIIIEHHBIX
K pa60Te C HepCOHaHI)HI)IMI/I JaHHBbIMH, UJIN C yTBep)KZ[eHHI)IMI/I 3ajBKaMH Ha JIOCTyH K HepCOHaJ'II:HI)IM JaHHBIM;

- yhOpaBJICHHWE YYSTHBIMH 3aITUCSIMHM ITOJIb30BaTEICH KOMILTIEKCa HH(POPMAIIMOHHBIX CUCTEM TIEPCOHATBHBIX
JTAaHHBIX COBMECTHO C I/IH)KeHepaMI/I 110 TeJ'IeKOMMyHI/IKaHI/II/I (TCXHI/IKaMI/I);

- TPOBEJCHHE KOHTPOJIBHBIX MEPONPHUATHH (Toapa3aen 5.2 BhIIe);

- TpeIOCTaBJICHUE CBEICHUH O MEePCOHANBHBIX TaHHBIX OTBETCTBEHHOMY 32 OpraHU3aIHi0 00paboTKH
MEePCOHATTLHBIX JAHHBIX B PAMKax MPOBEJCHHS yUeTa 3allUIacMbIX HOCUTEICH 1 IPOBEICHUS] HHBEHTApU3aIluH
(moapasznen 5.3 BeIe);

- yCTaHOBKa, KOHQUTYPHPOBAHUE M AIMHUHUCTPUPOBAHKE AlllaAPATHBIX U MPOTPAMMHBIX CPEJICTB 3aIUTHI
nHGOPMAIIK KOMIUIEKCa HH(POPMAITMOHHBIX CHCTEM IEPCOHATIBHBIX TaHHBIX;

- moJJiep KaHWe ITAaTHON paboThl KOMITIeKca HH(GOPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX COBMECTHO C
WH)KEHEepaMH 110 TEeIeKOMMYHUKAINH (TEXHUKAMH);

- yYeT 3alllIIaeMbIX HOCUTEJICH MepCOHAbHBIX TaHHBIX (ToApasael 5.3 BhIle);

- y4eT TeXHHYECKUX CPEACTB 3aumThl HHpopMannu (myHKT Omudka! McTOYHUK CCHLIIKU He
HaligeH.moapasaena 5.1 Bolme);

-[IEPUOIMIECKUE €XKEMECTUHBIE? IPOBEPKH KYPHAIOB Oe3omacHocTH(IyHKT 5.1.6 moapasaena 5.1 Boie);

- aHaJIK3 3al[UIIEHHOCTH HHGOPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX;

- OopraHm3anus nporecca o0ydeHus paOOTHUKOB 110 HANIPABICHUIO 00ecTIeYeHHsT O€30MTaCHOCTH MEPCOHATBHBIX
JIAHHBIX

- ydYacTHe B IPOBEICHUHU BHYTPEHHETO KOHTPOJIS U CIIY)KEOHBIX pacciieZIoBaHU (PaKTOB HAPYIICHHS
YCTaHOBJIEHHOTO MOpsiAKa 06paboTku 1 obecrieueHus: 0€30MacHOCTH IEPCOHANBHBIX JaHHBIX (Toapa3neisl 7.2 u 7.3

! Cr. 20 4. 4 @3 «O nepcoHaNbHBIX JAHHBIX)»

2[TepnOAMYHOCTb MPOBEPKH 3aBUCHT OT CPOKA XpaHeHUs HH(POPMAIIMH B XKypHaIax 6€30TaCHOCTH, HAMPUMED, eCiI HHOPMAIHUSA B KypHAIe
0e30MacHOCTH XPAHUTCS OAHY HEJENI0, TO NPOBEPKH HEOOXOIMMO NPOBOAUTH €XKEHEISIBLHO



HIDKE).

6.2.2 OTBETCTBEHHBIN 3a 00ecTeueHre Oe30MaCHOCTH NMEPCOHABHBIX JAaHHBIX 001aJIaeT CIIEYOIUMHI
ITOJTHOMOYMSIMU:

- MPOBOIUT IUIAHOBBIC M BHEIIAHOBHIC KOHTPOJIbHBIE MEPOIIPHSATHS B LEISAX
KOHTPOJIS, H3YICHUSI Y OLICHKH (haKTHIECKOTO COCTOSIHUS 3aIUILIEHHOCTH

MEePCOHANBHBIX TAaHHBIX;
- 3ampairuBaeT HeOOXOIMMYIO HHPOPMALIHMIO y OYEBH/ILECB U MO03PEBAEMBIX JIUII TIPH IPOBEACHUH

pa30OMpaTENbCTB MO (PaKTaM HAPYIICHUS YCTAHOBJICHHOTO MOPsKa 00paboTKH 1 obecriedueHus 6€30MacHOCTH

MEePCOHATBHBIX TaHHBIX.

7,0pranu3zanusi BHyTPeHHEro KOHTPOJIsA 00padoTKu U o0ecriedyeHUus1 0€30MaCHOCTH MEePCOHATBHBIX

JAHHBIX
7.1 Ienn opranu3anyu BHYTPEHHET0 KOHTPOJIA
7.1.1 Oprasu3anusiBHY TPEHHETO KOHTPOJIA IIporiecca 00padoTKu MEPCOHATILHBIX JTAHHBIX B

00pa3oBaTeNbHOI OPraHN3auU OCYIIECTBISIETCS B LENIIX U3YUSHHUS U OLIEHKH (PaKTHIECKOTO COCTOSHUS
3aIIUIIEHHOCTH NePCOHATBHBIX TaHHBIX, CBOEBPEMEHHOTO PEarpoBaHUs Ha HAPYIICHHUS YCTAHOBICHHOTO MOPSIKA HX
00paboTKH, a TaKKe B IIEJIIX COBEPILICHCTBOBAHKS 3TOTO MTOPSIIKA U 00eCIICUeHNUs ero COOIFOICHUS.

7.1.2 MeponpHsaTHs 110 OCYIIECTBICHUIO BHYTPEHHETO0 KOHTPOJIS 00padoTKU M odecrieueHus: 6€30acHOCTH
MepCOHANBHBIX JJAHHBIX HAIPaBJICHBI Ha pellIeHHe CICIYIOINX 3a1a:

- obecrieyeHne coOIOIeHHUsI paOOTHHKaMH 00pa30BaTeIbHOW OpraHnu3aliy TpeOoBaHui HacTosImero [1ogoxeHus u
HOPMATHBHBIX ITPABOBBIX aKTOB, PETYIMPYIOLINX 3AIUTY EPCOHAIBHBIX JaHHbIX;

- OIICHKa KOMIIETEHTHOCTH IIEPCOHAINA, 3aJeHiCTBOBAHHOTO B 00pab0TKe epCOHATIBHBIX TaHHBIX;

- obecneueHue pabOTOCIOCOOHOCTU U A3(PPEKTUBHOCTH TEXHUUIECKUX CPEACTB UH(OPMALIMOHHBIX CUCTEM
MEPCOHANBHBIX JaHHBIX U CPEICTB 3AIIUTHI IEPCOHANBHBIX JaHHBIX, X COOTBETCTBHS TPEOOBAHUAM YIIOTHOMOYCHHBIX
OpTaHOB UCIIOJIHUTENBEHOM BIIACTH 110 BOIIPOCaM 0E30MaCHOCTH ITePCOHAIBHBIX JaHHBIX;

- BBIIBIICHHE HAPYIICHUH yCTAaHOBICHHOTO MOPSIIKA 00pabOTKH IMePCOHATBHBIX JAHHBIX U CBOEBPEMEHHOE
MpeIOTBPAIlleHNe HETATUBHBIX MOCIIEICTBUI TAKUX HAPYIICHUIH;

- TIPUHATHE KOPPEKTHUPYIOUINX Mep, HaNPaBICHHBIX HAa yCTPAaHCHNE BEIBICHHBIX HAPYIICHNH, KaK B TIOPSIKE
00pabOTKH MEPCOHAIBHBIX JAHHBIX, TaK U B pa00Te TEXHUUECKUX CPEACTB HH(YOPMALMOHHBIX CHCTEM MEPCOHATBHBIX
TaHHBIX;

- paspaboTka peKOMEHalMii IO COBEPIIEHCTBOBAHHUIO TIOPsiIKa 00pabOTKH U obecredeHns 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX 1O pe3yIbTaTaM KOHTPOIBHBIX MEPOIPHITHIA;

- OCYILECTBJICHUE KOHTPOJISI UCIIOJIHEHUS PEKOMEHJAMM U YKa3aHUI 110 YCTPAHEHUIO HapYLICHUH.

7.2 IIpoBeneHne KOHTPOJIBbHBIX MEPONPUSITHIH

7.2.1 KoHTposibHBIE MepOTpUATHSI (IPOBEPKH) TIPOBOJIATCS Ha IJIAHOBOM OCHOBE, a TaKXe MPH HEOOXOUMOCTH
BHEIIAaHOBO.

71.2.2 Pemenne o HEOOXOAUMOCTH MMPOBENIEHUS BHETIJIAHOBBIX KOHTPOJIBHBIX MEPOTIPUSITHI TPUHUMAET
OTBeTCTBEHHBIN 32 0OecneueHrne 6e30MaCHOCTH NMEPCOHATBLHBIX JaHHBIX. JJaHHOe peleHne T0IKHO ObITh 000CHOBAHO
BO3POCIHIMMHU PUCKaMU MH(POPMAITMOHHOM Oe30MacHOCTH [T 00pabaThIBaeMBbIX MEPCOHABHBIX TAHHBIX U IPU
CYIIECTBCHHLIX UBMCHCHHUAX B CPCIC O6pa6OTKI/I NEPCOHAIIbHBIX TaHHBIX.

7.2.3 KonTtponsasie MeponpusiTus (IpoBepKH) opranm3yioTcs OTBETCTBEHHBIM 3a oOeciieueHre 6€301macHOCTH
NIEPCOHAIIBHBIX JTaHHBIX.

724 [1;1aHOBBIC IPOBEPKH MPOBOASITCS HE PEKe OAHOTO pasa B MOIYTOANE M BKIIOUAIOT B ceOsl:

- TIPOBEPKY JeATeIbHOCTH paOOTHHKOB 00pa30BaTeNIbHOM OpraHU3aliy, IOMYIIEHHBIX K paboTe ¢ MepCOHAIBHBIMA
JaHHBIMHU B HH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX, HA COOTBETCTBHUE MOPSIAKY 00paOOTKH U 00ecTieUeHUS
0€30MacHOCTH IEePCOHANIBHBIX JaHHBIX, YCTaHOBICHHOMY [loJio)keHrneM 1o paboTe ¢ epcoHaNbHBIMU TAaHHBIMU
JIPyTUMU HOPMaTHBHBIMH ITPaBOBBIMH aKTaMH, IPUHATHIMU B 00pa30BaTEeIbHON OpraHU3aluy U 00s3aTEIbHBIMU IS
03HAKOMJICHHS M CTIOTHEHHUS COOTBETCTBYIOLIMMH KaTErOPHAMH PaOOTHHKOB;

- TIPOBEpPKY paboTocrocoOHOCTH 1 3 (HEKTUBHOCTH TEXHHUECKUX CPEICTB HHOOPMAIMOHHBIX CHCTEM
MEPCOHANBHBIX JaHHBIX ¥ CPEACTB 3aIUTHI EPCOHANBHBIX JaHHBIX;

- TPOBEPKY BEIEHUS dTAJIOHHBIX KOIMM CPEJCTB 3alUThI;

- TIPOBEPKY COOTBETCTBHS MPEAOCTABIICHHBIX ITPAB JIOCTYIIA ITOJIH30BATEIICH K IIEPCOHATBHBIM JAHHBIM
YTBEP)KICHHON MaTpUIlE JOCTYIIA;

- MPOBEPKY MUHMMAITBHOU JITTMHBI U CJIOXKHOCTH MapOJICH;

- TIPOBEPKY NMEPUOJMYHOCTH CMEHBI ITapOoJIeH;

- TMPOBEPKY OTCYTCTBHS  HAa  aBTOMAaTHU3UPOBAHHBIX pabounx  Mmecrax
MOJIb30BAaTeNeH CPECTB Pa3padoTKH;
- MPOBEPKY OTCYTCTBHS  HAa  aBTOMAaTHU3UPOBAHHBIX pabounx  Mmecrax

M0JIb30BAaTeNIeH HEIITATHOTO IPOrPAMMHOI0 00ECIICUeHNS;

- MOHHUTOPYHT KypPHAJIOB IPOTOKOJIMPOBAHUS COOBITUH ayTeHTU(UKAIIHH.

7.2.5 OTBeTCTBEHHBIN 3a 00ecreueHne OE30MaCHOCTH MEPCOHATBLHBIX JAHHBIX COCTABIISACT IUIAH KOHTPOJIBHBIX
MEpONPHUATHI Ha TOJIYrolie, B KOTOPOM OIPE/ICNISIeT COCTaB U MEPHOANYHOCTD IIPOBEICHUS MPOBEPOK Ha JaHHBIN



MePHOJ BPEMEHH.

7.2.6 PesynbpTatsl mpoBepok 0hOpMILIOTCS aKTaMu. BEISIBICHHBIE B X0JI€ IPOBEPOK HAPYIICHHSI, a TAKKe
OTMETKH 00 MX yCTpaHEHUH (DUKCUPYIOTCS B )KypHAJIC yUeTa BBISIBJICHHBIX HApPYIICHUH B MOPsIKE 00pabOTKU U
obecriedeHus 6€30MaCHOCTH MIEPCOHANTBHBIX JAHHBIX.

727 BrusiBIIeHHBIE HAPYIIEHUS PACCIEAYIOTCS B COOTBETCTBUHU C MOApasaenaoMm 7.3 .

7.2.8 ITpn HEOOXOMMMOCTH HOJHKHBI OBITH TPEUIOKEHB! MEPBI IT0 MUHUMHU3AIMH [TOCIIEICTBUI BBIBICHHBIX
yrpo3 HHPOpPMAaLIMOHHOH 0€30IT1aCHOCTH.

7.2.9 B ciydae nepenauun yactu QyHKIHMHA B 0071acTH HHPOPMAITMOHHBIX TEXHOJIOTHIA CTOPOHHUM OPTaHHU3AINAM

yKa3aHHbIE KOHTPOJIEHBIE MEPOTIPHATHS OCYILECTBIIIOT 3TH CTOPOHHHE OpraHu3aIi. TpeOoBaHuUs MO OCYILECTBICHUIO
KOHTPOJIBHBIX MEPOIIPHATHH YKa3bIBAIOTCS B JOTOBOPaX C 3THMHU CTOPOHHUMH KOMIaHUSIMHU.
7.3 Ilopsinok nmpoBeaeHns1 pa3éupaTeIbCTB

7.3.1 [IpoBenenue pa3dUPaTENbCTB MOKET OBITH HHHITMUPOBAHO B OJTHOM M3 CIIEAYIOIINX CIy4acB:

- oOpaineHne cyObeKTa MepCoHAIBHBIX JAaHHBIX 10 TOBOJIy HEPaBOMEPHBIX JACHCTBHI C €ro IepCOHATIbHBIMU
JIaHHBIMHU;

- BbIIBJIEHHE HapylIeHNH pabOTHHKaMH 00pa30BaTeIbHON OpraHU3aIK B PAMKaXx BBINTOJIHEHHS CBOHX
JIOJKHOCTHBIX 00sI3aHHOCTEH, CBA3aHHBIX ¢ 00pa00TKOW HJIH 3aI[UTON [IEPCOHATBHBIX TAHHBIX;

- BBIBJICHHE HApyLICHUH, MPUBOASAIIMX K CHIDKEHHIO YPOBHS 3alHUIIIEHHOCTH IIEPCOHANILHBIX JaHHBIX, B X0/
MPOBEACHHS IIPOBEPOK COCTOSHHUS 3AIIHUIIIEHHOCTH IEPCOHAIBHBIX JAHHBIX.

7.3.2 B xone nposeaenus paccienoBanus OTBETCTBEHHBIM 32 00eCIeucHrEe 0€30MaCHOCTH MEPCOHANBHBIX
JaHHBIX TPOBOAMTCS OIMPOC OYEBH/IEE M TOA03PEBAEMBIX JIUII, IPEANOI0KUTEIBHO JOMYCTUBIINX HAPYIICHHE.
7.3.3 B xope mpoBeieHusI 0npoca BhISCHIETCS:

- J1aTa ¥ BpeMs COBEPIIICHUS HAPYIIICHUS;

- 00CTOATENBCTBA, IPH KOTOPHIX OBLTH COBEPILICHEI EHCTBHSA, IPUBEIIINE K BOSHUKHOBCHUIO HAPYIICHHS;

- MOCIENCTBHS, BOSHUKIINE BCICICTBUEC COBEPIICHUS HAPYIIICHHUS.

7.3.4 Bce onparmmmBaemble Jinlia TOKHBI PEIOCTABUTL O0BSICHUTEIILHBIC 3aITUCKH (TTOKa3aHUS, U3JI0KCHHbIC Ha
OyMa)KHOM HOCHTEJIE C TIOAIHCHIO OMPAIINBaeMOro).

7.3.5 OTBETCTBEHHBIN 3a 00ecIeueHne 0e30MaCHOCTH MTEPCOHATBHBIX JTAaHHBIX OIICHUBACT MOCIISICTBHS,
BO3HHUKIIIHE BCIICACTBIE COBEPIICHUS HAPYIICHNS.

7.3.6 ITo pesynbraram pazduparenscTBa OTBETCTBEHHEIH 3a oOecneueHne 0€30MacHOCTH IePCOHATBHBIX
JAHHBIX B TCUCHUE TPEX PabOUMX THEW COCTABIAET 3aKII0UECHHUE IO pe3yIbTaTaM pa30HpaTeIbCTB.

7.3.7 B 3akimroueHU# JOKHBI OBITH TIPUBEICHBI:

- KpaTKasl CIpaBKa [0 HApYyIICHHUIO, B OTHOIICHHH KOTOPOTO MPOBOIUIIOCH Pa30UPaTEILCTBO;

- Jmno(a), KOTOPOe COBEPIIIIO(H) HapyIIICHHUE;

- HOPEAJIOKCHUA IO MPUBJIICYCHUIO BUHOBHHUKA K IOpI/I}lI/I‘IGCKOﬁ OTBETCTBECHHOCTHU (,Z[I/ICHI/IHJII/IHapHOﬁ
OTBETCTBEHHOCTH: 3aMEUYaHHUE, BBITOBOP, YBOJILHEHNE; WIIH K TPAXXIAHCKO-TIPABOBON OTBETCTBEHHOCTH (B3BICKAHIE
MIPUYIMHEHHOTO yliep0a) u/uii NpUMEHEHHH K HeMy Mep AUCIMIUIMHAPHOTO BO3ACHCTBHSA (JIEPEeMHUPOBaHNE, YKa3aHUE
Ha HEJOCTATKH U T. I.);

- TUIaH MEPOTPHUATUHN TI0 MPEAOTBPALICHHIO MTOI00OHBIX HAPYIICHUH B OyayIeM (eciu yMECTHO).

7.3.8 3akmodenue npeaocraBisieTcss OTBETCTBEHHOMY 32 OpTaHU3aIHI0 00pab0TKH IePCOHATBHBIX TaHHBIX U
COTJIACOBBIBACTCS C MUPEKTOPOM 00Pa30BaTENEHON OpraHu3alIlHH.

7.3.9 Cpok mpoBeJieHHs paccieIoBaHus He TOJHKESH MPEBhIaTh CEMU pabovnx THEH






